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Postfix + AUTH/TLS + Outlook/OE problem

Source;_http://unix.derkeiler.com/Mailing-Lists/FreeBSD/isp/2006—08/msg00027.html

* From: Adrian Gonzalez <adrianbsd @ XXXXXXXXXXXX>
» Date: Thu, 17 Aug 2006 15:52:02 -0500

Hello

I'm seeing some very strange behavior with Outlook 2003 and Outlook Express trying to send mail using
TLS/SMTP Auth with Postfix 2.3 and FreeBSD 6.1-STABLE

It seems like Outlook/OE don't like the SSL handshake for some reason. They connect to the server, issue
STARTTLS, and disconnect during the handshake, giving an "Error Number: 0x800CCCOB". I've tried both
STARTTLS and using 'wrapper mode' on port 465 with the same results. Other clients like Thunderbird are
able to send just fine using the same server wW/ISTARTTLS, so I'm assuming it's not a
configuration/authentication issue.

| thought it could be related to the chained SSL certificate we're using (GoDaddy), but the results were the
same with a self-signed cert.

| also tried updating OpenSSL to the latest 'stable' release (0.9.7j), same results.

I've been banging my head against the wall with this one, and I'm running out of options, so | thought I'd ask
in here and see if this has happened to anybody else.

To make matters even stranger, in Outlook Express, when you create the message and click send, you get
error message and the email stays in the outbox. After that if you do a Send/Receive, OE is able to negotiat
TLS properly and sends the message just fine.

Any ideas welcome...
—Adrian

p.s. Here's the output generated by postfix using the self-signed cert and Outlook 2003 as the client
(smtpd_tls_loglevel = 3)

Aug 17 13:59:50 cube postfix/smtpd
Aug 17 13:59:50 cube postfix/smtpd
Aug 17 13:59:50 cube postfix/smtpd
Aug 17 13:59:50 cube postfix/smtpd
(OXFFFFFFFF))

Aug 17 13:59:50 cube postfix/smtpd[70309]: SSL_accept:error in SSLv2/v3 read client hello A

Aug 17 13:59:50 cube postfix/smtpd[70309]: read from 080A2C40 [080CEO000] (11 bytes => 11 (0xB))
Aug 17 13:59:50 cube postfix/smtpd[70309]: 0000 16 03 01 00 61 01 00 00/5d 03 01 ....a... ]..

70309]: connect from unknown[xx.XX.XX.Xx]

70309]: setting up TLS connection from unknown[Xx.XX.Xx.Xx]
70309]: SSL_accept:before/accept initialization

70309]: read from 080A2C40 [080CEO000] (11 bytes => -1

————
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Aug 17 13:59:50 cube postfix/smtpd[70309]: read from 080A2C40 [080CEOQO0B] (91 bytes => -1
(OXFFFFFFFF))

Aug 17 13:59:50 cube postfix/smtpd[70309]: SSL_accept:error in SSLv3 read client hello B

Aug 17 13:59:50 cube postfix/smtpd[70309]: SSL_accept:error in SSLv3 read client hello B

Aug 17 13:59:50 cube postfix/smtpd[70309]: read from 080A2C40 [080CEOO0B] (91 bytes => 91 (0x5B))
Aug 17 13:59:50 cube postfix/smtpd[70309]: 0000 44 e4 bc 7c a8 1d f1 52|3f 89 d0 b7 5d 86 5¢ 14 D..|...R
?...]\

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0010 4a 4f 34 7e €5 4a 6¢ 14|3f 6d dO c9 00 03 77 aa JO4~.JI.
m...w.

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0020 20 6¢ 33 a0 d8 cd 48 0e|68 ba df c8 8f be Oc 2f I3...H.

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0030 49 e2 48 98 9d 5f 35 29|ba 05 5b 50 05 59 a5 8a |.H.._5)
J[P.Y..

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0040 08 00 16 00 04 00 05 00|0a 00 09 00 64 00 62 QO ........
....d.b.

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0050 03 00 06 00 13 00 12 00|63 01 ........ C.

Aug 17 13:59:50 cube postfix/smtpd[70309]: 005a — <SPACES/NULLS>

Aug 17 13:59:50 cube postfix/smtpd[70309]: SSL_accept:SSLv3 read client hello B

Aug 17 13:59:50 cube postfix/smtpd[70309]: SSL_accept:SSLv3 write server hello A

Aug 17 13:59:50 cube postfix/smtpd[70309]: SSL_accept:SSLv3 write certificate A

Aug 17 13:59:50 cube postfix/smtpd[70309]: SSL_accept:SSLv3 write server done A

Aug 17 13:59:50 cube postfix/smtpd[70309]: write to 080A2C40 [080D7000] (957 bytes => 957 (0x3BD))
Aug 17 13:59:50 cube postfix/smtpd[70309]: 0000 16 03 01 00 2a 02 00 00|26 03 01 44 e4 bc a6 49 ....*...
&..D...|

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0010 4a 1la 5d b1l 25 7d bb 4b|0Oc ae c¢7 59 d2 3f 1f 80 J.].%}.K
Y20

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0020 52 63 19 72 2a 9a df 8c|a2 13 10 00 00 04 00 16 Rc.r*...
Aug 17 13:59:50 cube postfix/smtpd[70309]: 0030 03 01 03 80 Ob 00 03 7¢|00 03 79 00 03 76 30 82 ....... |
.y..vO0.

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0040 03 72 30 82 02 db a0 03|02 01 02 02 09 00 dO 12 .r0.....
Aug 17 13:59:50 cube postfix/smtpd[70309]: 0050 84 7d fd fc 68 f8 30 0d|06 09 2a 86 48 86 f7 0d .}..h.0.
JrHL

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0060 01 01 04 05 00 30 81 83|31 0b 30 09 06 035504 .....0..
1.0...U.

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0070 06 13 02 55 53 31 Oe 30|0c 06 03 55 04 08 13 05 ...USL.
Aug 17 13:59:50 cube postfix/smtpd[70309]: 0080 54 65 78 61 73 31 0f 30|0d 06 03 55 04 07 13 06 Texasl
Aug 17 13:59:50 cube postfix/smtpd[70309]: 0090 4c 61 72 65 64 6f 31 15|30 13 06 03 55 04 Oa 13 Laredo:
0...U...

Aug 17 13:59:50 cube postfix/smtpd[70309]: 00a0 Oc 47 6¢ 6f 62 61 6¢ 20|50 43 4e 65 74 31 1a 30 .Global
PCNetl.0

Aug 17 13:59:50 cube postfix/smtpd[70309]: 00b0 18 06 03 55 04 03 13 11|63 75 62 65 2e 67 6¢ 6f ...U....
cube.glo

Aug 17 13:59:50 cube postfix/smtpd[70309]: 00c0 62 61 6¢ 70 63 2e 6e 65|74 31 20 30 1e 06 09 2a balpc.r
t10...*

Aug 17 13:59:50 cube postfix/smtpd[70309]: 00d0 86 48 86 f7 0d 01 09 01|16 11 69 6e 66 6f 40 67 .H......
.info@g

Aug 17 13:59:50 cube postfix/smtpd[70309]: 00e0 6¢ 6f 62 61 6¢ 70 63 2e|6e 65 74 30 1e 17 0d 30 lobalpc.
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net0...0

Aug 17 13:59:50 cube postfix/smtpd[70309]: 00f0 36 30 38 31 37 31 36 32|37 3539 5a 17 0d 31 36
60817162 759Z..16

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0100 30 38 31 34 31 36 32 37|35 39 5a 3081 83 31 0b
08141627 5970..1.

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0110 30 09 06 03 55 04 06 13|02 55 53 31 0e 30 0c 06 0...U...
.US1.0..

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0120 03 55 04 08 13 05 54 65|78 61 73 31 0f 30 0d 06 .U....Te
xasl.0..

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0130 03 55 04 07 13 06 4c 61|72 65 64 6f 31 15 30 13 .U....La
redol.0.

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0140 06 03 55 04 0a 13 Oc 47|6¢ 6f 62 61 6¢ 20 50 43 ..U....G
lobal PC

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0150 4e 65 74 31 1a 30 18 06|03 55 04 03 13 11 63 75 Netl.0
.U....cu

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0160 62 65 2e 67 6¢ 6f 62 61|6¢ 70 63 2e 6e 65 74 31 be.glob
Ipc.netl

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0170 20 30 1e 06 09 2a 86 48|86 f7 0d 01 09 01 16 11 0...*.H
Aug 17 13:59:50 cube postfix/smtpd[70309]: 0180 69 6e 66 6f 40 67 6¢ 6f|62 61 6¢ 70 63 2e 6e 65 info@qgl
balpc.ne

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0190 74 30 81 9f 30 0d 06 09|2a 86 48 86 f7 0d 01 01 t0..0...
*H.....

Aug 17 13:59:50 cube postfix/smtpd[70309]: 01a0 01 05 00 03 81 8d 00 30|81 89 02 81 81 00 c8 6f ....... 0

Aug 17 13:59:50 cube postfix/smtpd[70309]: 01b0 7e 75 72 4c 2b 63 f3 47|f9 85 €3 de 86 29 a9 92 ~urL+c.!
Aug)117 13:59:50 cube postfix/smtpd[70309]: 01c0 9b 95 c4 5b ec 2b fe d7|41 71 2f d8 c2 99 7d 56 ...[.+..
ﬁﬂgl}y 13:59:50 cube postfix/smtpd[70309]: 01d0 c8 8f e4 ff 11 02 90 76|3c f2 b2 87 90 d0 1a 2 ....... %
Aug .1'7 13:59:50 cube postfix/smtpd[70309]: 01e0 cf fO 7 c4 fc f5 4b 26|86 94 d7 8a 4d f2 4b 96 ...... K&
AuZT? 13:59:50 cube postfix/smtpd[70309]: 01f0 8a 7b 31 21 c2 31 de d1|2b 4e 3e 66 4a b2 €9 ff .{1!.1..
;Id;ff'?'.13:59:50 cube postfix/smtpd[70309]: 0200 3e 8d 99 d7 3d 57 9a b8|3e €8 98 64 20 5e 29 90 >...=W
A
Zuz 1)7 13:59:50 cube postfix/smtpd[70309]: 0210 6b f7 13 1e 9c 58 b4 cf|50 36 ¢8 b4 2e 79 15 9c k....X..
ZSgi? 13:59:50 cube postfix/smtpd[70309]: 0220 6b ba 39 30 12 c3 fe 80|c5 9e 2¢ b2 ff 37 02 03 k.90....
Aung? 13:59:50 cube postfix/smtpd[70309]: 0230 01 00 01 a3 81 eb 30 81|e8 30 1d 06 03 55 1d Oe ...... 0.
,fuguﬂ 13:59:50 cube postfix/smtpd[70309]: 0240 04 16 04 14 4f 13 d7 ee|c1 dO 1b 1d 1b 58 d9 5d ....O...
Aug;(1]7 13:59:50 cube postfix/smtpd[70309]: 0250 a9 4f 8e ¢3 d0 6a 7b ca|30 81 b8 06 03 55 1d 23 .0O...|{.
,ciuguli6 13:59:50 cube postfix/smtpd[70309]: 0260 04 81 b0 30 81 ad 80 14[4f 13 d7 ee ¢c1 d0 1b 1d ...0....

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0270 1b 58 d9 5d a9 4f 8e ¢3|d0 6a 7b ca al 81 89 a4 .X.].O..
J{e
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Aug 17 13:59:50 cube postfix/smtpd[70309]: 0280 81 86 30 81 83 31 Ob 30|09 06 03 55 04 06 13 02 ..0..1.C
Aug 17 13:59:50 cube postfix/smtpd[70309]: 0290 55 53 31 Oe 30 Oc 06 03|55 04 08 13 05 54 65 78 USL1.0.
U....Tex

Aug 17 13:59:50 cube postfix/smtpd[70309]: 02a0 61 73 31 0f 30 0d 06 03|55 04 07 13 06 4¢ 61 72 asl1.0...
U....Lar

Aug 17 13:59:50 cube postfix/smtpd[70309]: 02b0 65 64 6f 31 15 30 13 06|03 55 04 0a 13 Oc 47 6¢ edol.0.
.U...GI

Aug 17 13:59:50 cube postfix/smtpd[70309]: 02c0 6f 62 61 6¢ 20 50 43 4¢|65 74 31 1a 30 18 06 03 obal PC
etl.0...

Aug 17 13:59:50 cube postfix/smtpd[70309]: 02d0 55 04 03 13 11 63 75 62|65 2e 67 6¢ 6f 62 61 6¢ U....cuk
e.global

Aug 17 13:59:50 cube postfix/smtpd[70309]: 02e0 70 63 2e 6e 65 74 31 20|30 1e 06 09 2a 86 48 86 pc.net:
0...*.H.

Aug 17 13:59:50 cube postfix/smtpd[70309]: 02f0 f7 0d 01 09 01 16 11 69|6e 66 6f 40 67 6¢ 6f 62 ....... [
nfo@glob

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0300 61 6¢ 70 63 2e 6e 65 74|82 09 00 dO 12 84 7d fd alpc.ne
...... }

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0310 fc 68 f8 30 Oc 06 03 55|1d 13 04 05 30 03 01 01 .h.0...U
Aug 17 13:59:50 cube postfix/smtpd[70309]: 0320 ff 30 0d 06 09 2a 86 48|86 f7 0d 01 01 04 05 00 .0...*.H
Aug 17 13:59:50 cube postfix/smtpd[70309]: 0330 03 81 81 00 91 b9 2d cf|33 b3 5d 17 af 03 1c fd ...... -
3.].....

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0340 bd cd 6a al 3c b1l 89 34|d6 84 bd 24 cb 1fd7 e4 ..j.<..4
Aug 17 13:59:50 cube postfix/smtpd[70309]: 0350 3b ef 82 ec 25 b0 3d cf|a0 d7 ac bf 37 79 cf c3 ;...%.=.
AV

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0360 64 43 c8 71 bf 5f 35 9a|6¢c 64 63 €9 43 9942 d1dC.q. 5
ldc.C.B.

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0370 dc 7f 2b 2e 03 40 f7 58|9¢c 3d d7 57 d8 d8 0d 02 ..+..@.X
=W

Aug 17 13:59:50 cube postfix/smtpd[70309]: 0380 9f Oc b1 00 9b 37 12 a8|dd 88 97 29 a7 08 1f b6 .....7..
Aug 17 13:59:50 cube postfix/smtpd[70309]: 0390 f4 b7 e4 cf 97 3b c8 8c|42 e8 ed 4b 34 9a 3e aa .....;..
B..K4.>.

Aug 17 13:59:50 cube postfix/smtpd[70309]: 03a0 6 f7 ef 19 96 91 f7 87|41 03 ad 97 62 b5 a6 96 ........
A..b...

Aug 17 13:59:50 cube postfix/smtpd[70309]: 03b0 d9 fa 76 06 16 03 01 00|04 Oe ..v..... ..

Aug 17 13:59:50 cube postfix/smtpd[70309]: 03ba — <SPACES/NULLS>

Aug 17 13:59:50 cube postfix/smtpd[70309]: SSL_accept:SSLv3 flush data

Aug 17 13:59:50 cube postfix/smtpd[70309]: read from 080A2C40 [080CEO0Q0] (5 bytes => -1
(OXFFFFFFFF))

Aug 17 13:59:50 cube postfix/smtpd[70309]: SSL_accept:error in SSLv3 read client certificate A

Aug 17 13:59:50 cube postfix/smtpd[70309]: SSL_accept error from unknown[xx.xx.xx.xx]: =1

Aug 17 13:59:50 cube postfix/smtpd[70309]: lost connection after STARTTLS from unknown[xx.Xx.XX.xX]
Aug 17 13:59:50 cube postfix/smtpd[70309]: disconnect from unknown[Xxx.Xx.xX.xX]

Here's the output of an successful handshake with Thunderbird, same server, same cert:
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Aug 17 15:10:57 cube postfix/smtpd[70628]: initializing the server—side TLS engine

Aug 17 15:10:57 cube postfix/smtpd[70628]: connect from unknown[xx.Xx.Xx.xX]

Aug 17 15:10:57 cube postfix/smtpd[70628]: setting up TLS connection from unknown[Xxx.Xx.xX.xX]
Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:before/accept initialization

Aug 17 15:10:57 cube postfix/smtpd[70628]: read from 080A2D00 [080CCO000] (11 bytes => -1
(OXFFFFFFFF))

Aug 17 15:10:57 cube postfix/smtpd
Aug 17 15:10:57 cube postfix/smtpd
Aug 17 15:10:57 cube postfix/smtpd
Aug 17 15:10:57 cube postfix/smtpd
(OXFFFFFFFF))

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:error in SSLv3 read client hello B

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:error in SSLv3 read client hello B

Aug 17 15:10:57 cube postfix/smtpd[70628]: read from 080A2D00 [080CCO00B] (77 bytes => 77 (0x4D))
Aug 17 15:10:57 cube postfix/smtpd[70628]: 0000 00 09 50 45 87 fO 4d 15|9b ae 4b d2 80 86 c2 d3 ..PE..M
K

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0010 c3 87 49 d1 9e c9 f9 d3|56 7d fd 2f ad 77 63 3d ..I.....
V}.l.we=

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0020 00 00 28 00 39 00 38 00|35 00 33 00 32 00 04 00 ..(.9.8.
5.3.2...

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0030 05 00 2f 00 16 00 13 fe|ff 00 0a 00 1500 12 fe ../..... .......
Aug 17 15:10:57 cube postfix/smtpd[70628]: 0040 fe 00 09 00 64 00 62 00|03 00 06 01 ....d.b. ....

Aug 17 15:10:57 cube postfix/smtpd[70628]: 004c — <SPACES/NULLS>

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:SSLv3 read client hello B

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:SSLv3 write server hello A

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:SSLv3 write certificate A
[
[
[
[

70628]: SSL_accept:error in SSLv2/v3 read client hello A
70628]: read from 080A2D00 [080CC000] (11 bytes => 11 (0xB))
70628]: 0000 16 03 01 00 53 01 00 00Jj4f03 01 ....S... O..
70628]: read from 080A2D00 [080CCO00B] (77 bytes => -1

————

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:SSLv3 write key exchange A
Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:SSLv3 write server done A
Aug 17 15:10:57 cube postfix/smtpd[70628]: write to 080A2D00 [080B7000] (1359 bytes => 1359 (0x54F))
Aug 17 15:10:57 cube postfix/smtpd[70628]: 0000 16 03 01 00 2a 02 00 00|26 03 01 44 e4 cd 51 2f ....*...
ing'i$/15:10:57 cube postfix/smtpd[70628]: 0010 e5 99 d2 23 bb 45 54 47|6e 5e 59 ec 6f 2c 6a 76 ...#.ETC
VN
gu\g.i’%v15:10:57 cube postfix/smtpd[70628]: 0020 3c 55 36 e7 af ee 92 80|3d 51 7d 00 00 39 00 16 <U6.....
,_AS; .37..15:10:57 cube postfix/smtpd[70628]: 0030 03 01 03 80 Ob 00 03 7c|00 03 79 0003 76 3082 ....... |
A)L/Jg\?? 15:10:57 cube postfix/smtpd[70628]: 0040 03 72 30 82 02 db a0 03|02 01 02 02 09 00 dO 12 .r0.....
Aug 17 15:10:57 cube postfix/smtpd[70628]: 0050 84 7d fd fc 68 8 30 0d|06 09 2a 86 48 86 f7 0d .}..h.0.
*
Au|g;17 15:10:57 cube postfix/smtpd[70628]: 0060 01 01 04 05 00 30 81 83|31 Ob 30 09 06 03 55 04 .....0..
i\t?glu7 15:10:57 cube postfix/smtpd[70628]: 0070 06 13 02 55 53 31 Oe 30|0c 06 03 55 04 08 13 05 ...USL.
ALlJng7 15:10:57 cube postfix/smtpd[70628]: 0080 54 65 78 61 73 31 Of 30|0d 06 03 55 04 07 13 06 Texasl
ALlJng7 15:10:57 cube postfix/smtpd[70628]: 0090 4c 61 72 65 64 6f 31 15|30 13 06 03 55 04 Oa 13 Laredo:
KU;N 15:10:57 cube postfix/smtpd[70628]: 00a0 Oc 47 6¢ 6f 62 61 6¢ 20|50 43 4e 65 74 31 1a 30 .Global
PCNet1.0
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Aug 17 15:10:57 cube postfix/smtpd[70628]: 00b0 18 06 03 55 04 03 13 11|63 75 62 65 2e 67 6¢ 6f ...U....

Zl:ge.lgli&lo:w cube postfix/smtpd[70628]: 00c0 62 61 6¢ 70 63 2e 6e 65|74 31 20 30 1e 06 09 2a balpc.r
*

fAl_ucg)lnﬁ 15:10:57 cube postfix/smtpd[70628]: 00d0 86 48 86 f7 0d 01 09 01|16 11 69 6e 66 6f 40 67 .H......

;&ILT;Ol@?ngﬂOﬁ? cube postfix/smtpd[70628]: 00e0 6¢ 6f 62 61 6¢ 70 63 2e|6e 65 74 30 1e 17 0d 30 lobalpc.

23231? 15:10:57 cube postfix/smtpd[70628]: 00f0 36 30 38 31 37 31 36 32|37 3539 5a 17 0d 31 36

60817162 759Z..16

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0100 30 38 31 34 31 36 32 37|35 39 5a 308183 31 0b

08141627 5970..1.

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0110 30 09 06 03 55 04 06 13|02 55 53 31 0e 30 0c 06 0...U...

:Juzlig“15:10:57 cube postfix/smtpd[70628]: 0120 03 55 04 08 13 05 54 65|78 61 73 31 0f 30 0d 06 .U....Te

,2?1891.107“15:10:57 cube postfix/smtpd[70628]: 0130 03 55 04 07 13 06 4c 61|72 65 64 6f 31 1530 13 .U....La

f:;i?llS:lOﬁ? cube postfix/smtpd[70628]: 0140 06 03 55 04 Oa 13 Oc 47|6¢ 6f 62 61 6¢ 20 50 43 ..U....G

ft?glll;ciS:lOﬁ? cube postfix/smtpd[70628]: 0150 4e 65 74 31 1a 30 18 06|03 55 04 03 13 11 63 75 Netl.0

Angig 15:10:57 cube postfix/smtpd[70628]: 0160 62 65 2e 67 6¢ 6f 62 61|6¢ 70 63 2e 6e 65 74 31 be.glob

f5§n5t7115:10:57 cube postfix/smtpd[70628]: 0170 20 30 1e 06 09 2a 86 48|86 f7 0d 01 09 01 16 11 0...*.H

Augl? 15:10:57 cube postfix/smtpd[70628]: 0180 69 6e 66 6f 40 67 6¢ 6|62 61 6¢ 70 63 2e 6e 65 info@gl

iilg??els:lo:s? cube postfix/smtpd[70628]: 0190 74 30 81 9f 30 0d 06 09|2a 86 48 86 f7 0d 01 01 t0..0...

*

AEgl? 15:10:57 cube postfix/smtpd[70628]: 01a0 01 05 00 03 81 8d 00 30|81 89 02 81 81 00 c8 6f ....... 0

Aug 17 15:10:57 cube postfix/smtpd[70628]: 01b0 7e 75 72 4c 2b 63 f3 47|f9 85 €3 de 86 29 a9 92 ~urL+c.!
Aug)117 15:10:57 cube postfix/smtpd[70628]: 01c0 9b 95 c4 5b ec 2b fe d7|41 71 2f d8 c2 99 7d 56 ...[.+..
ﬁﬂg'ﬁ/ls:lo:s? cube postfix/smtpd[70628]: 01d0 c8 8f e4 ff 11 02 90 76|3c f2 b2 87 90 d0 1af2 ....... %
Aug .1'7 15:10:57 cube postfix/smtpd[70628]: 01e0 cf fO 7 c4 fc f5 4b 26|86 94 d7 8a 4d f2 4b 96 ...... K&
AuZT? 15:10:57 cube postfix/smtpd[70628]: 01f0 8a 7b 31 21 c2 31 de d1|2b 4e 3e 66 4a b2 €9 ff .{1!.1..
;lljl;ff.?“15110257 cube postfix/smtpd[70628]: 0200 3e 8d 99 d7 3d 57 9a b8|3e €8 98 64 20 5e 29 90 >...=W
A
Zuz 1)7 15:10:57 cube postfix/smtpd[70628]: 0210 6b f7 13 1e 9c 58 b4 cf|50 36 ¢8 b4 2e 79 15 9c k....X..
ZSgi? 15:10:57 cube postfix/smtpd[70628]: 0220 6b ba 39 30 12 c3 fe 80|c5 9e 2¢ b2 ff 37 02 03 k.90....
Aung? 15:10:57 cube postfix/smtpd[70628]: 0230 01 00 01 a3 81 eb 30 81|e8 30 1d 06 03 55 1d Oe ...... 0.
,fuguﬂ 15:10:57 cube postfix/smtpd[70628]: 0240 04 16 04 14 4f 13 d7 ee|c1 dO 1b 1d 1b 58 d9 5d ....O...
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..... X.]

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0250 a9 4f 8e ¢3 d0 6a 7b ca|30 81 b8 06 03 55 1d 23 .0...j{.
0...U#

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0260 04 81 b0 30 81 ad 80 14|4f 13 d7 ee c1 dO 1b 1d ...0....

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0270 1b 58 d9 5d a9 4f 8e ¢3|d0 6a 7b ca al 81 89 a4 .X.].O..
A{ugﬂ 15:10:57 cube postfix/smtpd[70628]: 0280 81 86 30 81 83 31 Ob 30|09 06 03 55 04 06 13 02 ..0..1.Q
ALlJng7 15:10:57 cube postfix/smtpd[70628]: 0290 55 53 31 Oe 30 Oc 06 03|55 04 08 13 05 54 65 78 USL1.0.
XaézeY)(lS:lOﬁ? cube postfix/smtpd[70628]: 02a0 61 73 31 0f 30 0d 06 03|55 04 07 13 06 4¢c 61 72 asl1.0...
Xaél_la;r15:10:57 cube postfix/smtpd[70628]: 02b0 65 64 6f 31 15 30 13 06|03 55 04 O0a 13 Oc 47 6¢ edol.0.
AnglG7I 15:10:57 cube postfix/smtpd[70628]: 02c0 6f 62 61 6¢ 20 50 43 4¢e|65 74 31 1a 30 18 06 03 obal PC
itulglloi} 15:10:57 cube postfix/smtpd[70628]: 02d0 55 04 03 13 11 63 75 62|65 2e 67 6¢ 6f 62 61 6¢ U....cuk
2.3420'10(75“15:10:57 cube postfix/smtpd[70628]: 02e0 70 63 2e 6e 65 74 31 20|30 1e 06 09 2a 86 48 86 pc.net:
*
2ug|;7 15:10:57 cube postfix/smtpd[70628]: 02f0 f7 0d 01 09 01 16 11 69|6e 66 6f 40 67 6¢ 6f 62 ....... [
gft?g?lg;olb&lo:w cube postfix/smtpd[70628]: 0300 61 6¢ 70 63 2e 6e 65 74|82 09 00 dO 12 84 7d fd alpc.ne
Aug}17 15:10:57 cube postfix/smtpd[70628]: 0310 fc 68 f8 30 Oc 06 03 55|1d 13 04 05 30 03 01 01 .h.0...U
Aucg)117 15:10:57 cube postfix/smtpd[70628]: 0320 ff 30 0d 06 09 2a 86 48|86 f7 0d 01 01 04 05 00 .0...*.H
Augl? 15:10:57 cube postfix/smtpd[70628]: 0330 03 81 81 00 91 b9 2d cf|33 b3 5d 17 af 03 1c fd ...... -
iigl? 15:10:57 cube postfix/smtpd[70628]: 0340 bd cd 6a al 3c b1 89 34|d6 84 bd 24 cb 1fd7 e4 ..j.<..4
Afgl? 15:10:57 cube postfix/smtpd[70628]: 0350 3b ef 82 ec 25 b0 3d cfla0 d7 ac bf 37 79 cf c3 ;...%.=.
Augy17 15:10:57 cube postfix/smtpd[70628]: 0360 64 43 c8 71 bf 5f 35 9a|6¢c 64 63 €943 9942 d1dC.q. 5
fl(;g.}ci$.15:10:57 cube postiix/smtpd[70628]: 0370 dc 7f 2b 2e 03 40 7 58/9¢ 3d d7 57 d8 d8 0d 02 .+..@.X
A_u\élvl7 15:10:57 cube postfix/smtpd[70628]: 0380 9f Oc b1 00 9b 37 12 a8|dd 88 97 29 a7 08 1f b6 .....7..
AL)ng7 15:10:57 cube postfix/smtpd[70628]: 0390 f4 b7 e4 cf 97 3b c8 8c|42 e8 ed 4b 34 9a 3e aa .....;..
iugt;.15:10:57 cube postfix/smtpd[70628]: 03a0 f6 7 ef 19 96 91 f7 87|41 03 ad 97 62 b5 a6 96 ........
ﬁugbﬂ 15:10:57 cube postfix/smtpd[70628]: 03b0 d9 fa 76 06 16 03 01 01|8d Oc 00 01 89 00 80 b0 ..v.....
Augl? 15:10:57 cube postfix/smtpd[70628]: 03¢0 fe b4 cf d4 55 07 e7 cc|88 59 0d 17 26 c5 0c a5 ....U...
,:ug]fjl? 15:10:57 cube postfix/smtpd[70628]: 03d0 4a 92 23 81 78 da 88 aal4c 13 06 bf 5d 2f 9e bc J.#.x...
L..] ..
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Aug 17 15:10:57 cube postfix/smtpd[70628]: 03e0 96 b8 51 00 9d Oc 0d 75|ad fd 3b b1 7e 71 4f 3f ..Q....u
..;.~q0O?

Aug 17 15:10:57 cube postfix/smtpd[70628]: 03f0 91 54 14 44 b8 30 25 1c|eb df 72 9c 4c f1 89 0d .T.D.0%.
.rL...

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0400 68 3f 94 8e a4 fb 76 89|18 b2 91 16 90 01 99 66 h?....v.

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0410 8c 53 81 4e 27 3d 99 e7|5a 7a af d5 ec e2 7e fa .S.N'=..
Zz7....~.
Aug 17 15:10:57 cube postfix/smtpd[70628]: 0420 ed 01 18 c2 78 25 59 06|5c 39 6 cd 49 54 af c1 ....x%Y.
\9..IT..
Aug 17 15:10:57 cube postfix/smtpd[70628]: 0430 bl ea 4a f9 53 dO df 6d|af d4 93 e7 ba ae 9b 00 ..J.S..m

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0440 01 02 00 80 Ob 39 55 Oa|1d dO 5e ef ab fa b3 65 .....9U.

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0450 f4 8b ec €3 €5 03 b9 d8|f1 35 4¢c f9 79 37 ef bc ........
A5L|1_9y177 15:10:57 cube postfix/smtpd[70628]: 0460 16 9a d3 b0 8c f4 cd 82|c4 8f 29 70 02 f4 32 90 ........
A)L?gi7 15:10:57 cube postfix/smtpd[70628]: 0470 Oc 88 ed 9d 3e 5c b6 3f|f8 bf 91 58 36 6¢ ae 1d ....>\.?
A3<96|17 15:10:57 cube postfix/smtpd[70628]: 0480 Of 4f 40 f6 d1 c7 42 c5|a0 51 ¢5 6e 24 08 45 bl .0@...B.
fu'ﬁ'f 15:10:57 cube postfix/smtpd[70628]: 0490 98 {7 db 89 €0 28 ce 6b|45 5d 17 6d 37 0d 01 52 .....(.k
i]ﬁgﬁz%ﬁ&lo:w cube postfix/smtpd[70628]: 04a0 c6 06 53 9¢ 66 44 8e b9|02 48 43 07 59 be ¢4 66 ..S.fD..
;:'u(;'\l('?'f15:10:57 cube postfix/smtpd[70628]: 04b0 b7 80 Oc 8f d4 f5 64 67|a2 40 2f c6 83291579 ...... dg
A@Eé)l%/ 15:10:57 cube postfix/smtpd[70628]: 04c0 66 5e b1 f9 00 80 08 34|f7 9f ec 21 b3 72 51 f6 f*.....4

Aug 17 15:10:57 cube postfix/smtpd[70628]: 04d0 54 ef 76 47 Oc c7 fe 48|36 cf b1 0f 79 60 f2 91 T.vG...H
6..y ..

Aug 17 15:10:57 cube postfix/smtpd[70628]: 04e0 cd f4 05 67 b6 fO 72 1flee 05 0d 3e f9 02 86 5¢ ...g..r.

e VA

Aug 17 15:10:57 cube postfix/smtpd[70628]: 04f0 17 82 95 41 77 d7 34 78|5a 24 24 45 d1 79 15 13 ...Aw.4;
Z$SE.y..

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0500 fb 75 ¢7 €9 e0 03 48 77|30 2b f1 39 15 64 8 b6 .u....Hw
0+.9.d..

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0510 92 76 b8 32 6e 2b 65 6a|fé bc €7 ba 72 f2 b0 c1 .v.2n+ej
Aug 17 15:10:57 cube postfix/smtpd[70628]: 0520 38 26 dd aa 7e b5 27 0e|11 89 3¢ 95 3b 35 €9 a7 8&..~."
.<.;5..

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0530 c2 b4 6¢ ed 00 e7 8b 94|30 ac 0a 2f 5259 bb el ..I.....
0../RY..

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0540 58 35 bf 34 07 b4 16 03|01 00 04 Oe X5.4.... ....

Aug 17 15:10:57 cube postfix/smtpd[70628]: 054c — <SPACES/NULLS>

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:SSLv3 flush data

Aug 17 15:10:57 cube postfix/smtpd[70628]: read from 080A2D00 [080CCO000Q] (5 bytes => -1
(OXFFFFFFFF))

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:error in SSLv3 read client certificate A

Aug 17 15:10:57 cube postfix/smtpd[70628]: read from 080A2D00 [080CCO000Q] (5 bytes => 5 (0x5))

Postfix + AUTH/TLS + Outlook/OE problem 8



Postfix + AUTH/TLS + Outlook/OE problem

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0000 16 03 01 00 86 .....

Aug 17 15:10:57 cube postfix/smtpd[70628]: read from 080A2D00 [080CCO005] (134 bytes => -1
(OXFFFFFFFF))

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:error in SSLv3 read client certificate A

Aug 17 15:10:57 cube postfix/smtpd[70628]: read from 080A2D00 [080CCO005] (134 bytes => 134 (0x86))
Aug 17 15:10:57 cube postfix/smtpd[70628]: 0000 10 00 00 82 00 80 59 1d|ee af 39 68 d8 fe cc 57 ...... Y.
.9h..\W

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0010 c3 49 92 1le c8 f9 d9 ac|59 1c ab 89 b5 0f f8 7e .I......

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0020 22 d9 26 ¢8 16 db 3f af|f0 cO dO d1 7b 58 e7 af ".&...7.
X
Aug 17 15:10:57 cube postfix/smtpd[70628]: 0030 18 b4 5e ¢3 66 8a 23 d6ja0 17 9e a3 b7 al Of ed ..A.f.4.

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0070 el 6e ec 30 10 f8 08 a4|44 e8 f7 6b 6e 4c b8 61 .n.0....
D..knL.a

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0080 f2 5a 40 04 d3 46 .Z@..F

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:SSLv3 read client key exchange A

Aug 17 15:10:57 cube postfix/smtpd[70628]: read from 080A2D00 [080CCO000Q] (5 bytes => -1
(OXFFFFFFFF))

Aug 17 15:10:57 cube postfix/smtpd
Aug 17 15:10:57 cube postfix/smtpd
Aug 17 15:10:57 cube postfix/smtpd
Aug 17 15:10:57 cube postfix/smtpd
(OXFFFFFFFF))

Aug 17 15:10:57 cube postfix/smtpd
Aug 17 15:10:57 cube postfix/smtpd
Aug 17 15:10:57 cube postfix/smtpd
Aug 17 15:10:57 cube postfix/smtpd
(OXFFFFFFFF))

Aug 17 15:10:57 cube postfix/smtpd
Aug 17 15:10:57 cube postfix/smtpd
Aug 17 15:10:57 cube postfix/smtpd
Aug 17 15:10:57 cube postfix/smtpd
(OXFFFFFFFF))

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:error in SSLv3 read certificate verify A

Aug 17 15:10:57 cube postfix/smtpd[70628]: read from 080A2D00 [080CCO005] (48 bytes => 48 (0x30))

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0000 18 ed 40 ce 69 10 57 c2|57 1e 5c 9b ac 2f09 d2 ..@.i.W.
WA/

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0010 ae 53 69 da bf e7 a7 b0|76 bf 5b 26 00 93 bf 93 .Si.....
v.[&....

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0020 21 5b 56 52 02 13 5a Oe|ba 76 6¢ €7 81 da 6e 41 [VR..Z
VIL.nA

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:SSLv3 read finished A

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:SSLv3 write change cipher spec A

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:SSLv3 write finished A

70628]: SSL_accept:error in SSLv3 read certificate verify A
70628]: read from 080A2D00 [080CC000] (5 bytes => 5 (0x5))
70628]: 0000 1403010001 .....

70628]: read from 080A2D00 [080CC005] (1 bytes => -1

————

70628]: SSL_accept:error in SSLv3 read certificate verify A
70628]: read from 080A2D00 [080CC005] (1 bytes => 1 (0x1))
70628]: 0000 01 .

70628]: read from 080A2D00 [080CC000] (5 bytes => -1

————

70628]: SSL_accept:error in SSLv3 read certificate verify A
70628]: read from 080A2D00 [080CC000] (5 bytes => 5 (0x5))
70628]: 0000 16 03 01 00 30 ....0

70628]: read from 080A2D00 [080CC005] (48 bytes => -1

————

Postfix + AUTH/TLS + Outlook/OE problem 9



Postfix + AUTH/TLS + Outlook/OE problem

Aug 17 15:10:57 cube postfix/smtpd[70628]: write to 080A2D00 [080B7000] (59 bytes => 59 (0x3B))

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0000 14 03 01 00 01 01 16 03|01 00 30 ce bd 50 2¢ 69 ........
.0..Pii

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0010 b6 57 a3 2c 94 0f €9 9c|bb Oa aa db 1c 40 f4 04 .W.,....
..... @..

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0020 11 67 0a 22 12 01 58 el|e7 31 2b 07 44 8e a8 a7 .g."..X.
A+.D...

Aug 17 15:10:57 cube postfix/smtpd[70628]: 0030 55 e0 01 63 80 ba 97 24|93 4f 63 U..c...$ .Oc

Aug 17 15:10:57 cube postfix/smtpd[70628]: SSL_accept:SSLv3 flush data

Aug 17 15:10:57 cube postfix/smtpd[70628]: TLS connection established from unknown[xx.xx.xx.xx]:
TLSv1 with cipher DHE-RSA-AES256-SHA (256/256 bits)

freebsd-isp@xxxxxxxxxxx mailing list

http://lists.freebsd.org/mailman/listinfo/freebsd—isp
To unsubscribe, send any mail to "freebsd-isp—unsubscribe @XXXXXXXXxxX"
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