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Original question is at the bottom of this email. Thanks to:
Susan Pellerito
Mike Keighley
Bill Hassell
Martin Lodahl
David Lodge

All reminded me that since syslog communicates using UDP, if the central
server is down, entries will be lost. And most suggested keeping the
entries locally as well as sending to the central server so they will be
available if needed.

Most complete answer was from David Lodge:
Yes.

Syslog sends over UDP on a "broadcast and forget" concept. If there's
nobody to receive or the packet gets snarled up in the network traffic
then the message is lost.

There are ways to mitigate these issues:
1. Use some form of HA clustering to ensure that there is always a log
server available
2. Try and site the syslog server on the same subnet as your major
production systems (so traffic doesn't have to route through the network
core and minimises the risk of traffic loss)

If you're going ahead with this I would suggest having a look at
syslogng as this allows a lot more filtering techniques than standard
syslogd (e.g. load all syslogs directly into a database)

Thanks,
Tim Reed
Computer Scientist
Computer Sciences Corporation
treed21@xxxxxxx
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I'm being asked to route syslog messages to a central server. I know how to
configure syslog.conf to do that. My question is: what happens if the
central server is down or the network is unavailable? Will the message
forwarding just be lost (on the central server) or will they queue up on
the local server for later delivery? Will any additional messages be logged
to the local server about the communication failure?

Thanks,
Tim

Thanks,
Tim Reed
Computer Scientist
Computer Sciences Corporation
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